
APPENDIX B

Review of Physical Data Security    Issued 30 June 2017               
(Revenues & Benefits Section) 2017/18

Opinion: Limited Assurance

Previous review: No previous review

1. The purpose of this review was to check the procedures and practice in place 
for the retention and storage of personal and sensitive physical data held within 
the Revenues and Benefits Service with special focus on compliance with the 
Data Protection Act 1998 (DPA).

2. This review was at the request of management and was an additional piece of 
work outside of the approved audit plan.

3. The scope of this review included the following:-

 Review of the internal procedures within the Revenues and Benefits 
Service concerning data retention and storage.

 Spot checks for adherence to Council Policy and DPA.
 Staff awareness of DPA and compliance with the Act.
 Access, storage and security of physical data held.

4. Assurance was provided in the following areas: -

 Staff within the Revenues and Benefits Section know how to dispose of 
confidential data

 Staff have an awareness of their responsibility under the DPA
 Staff receive annual training on aspects of data security as part of their annual 

appraisal process and briefing at team meetings.

5. However, there were key areas that need further enhancement.

 There is no policy within the Revenues and Benefits section that deals with 
physical data security

 There is no set clear desk policy for staff
 Documents containing names, addresses and bank details of  customers are not 

securely stored

6. To this effect the following recommendations have been agreed with management and 
it is pleasing to note have been promptly implemented.

 That boxes  containing confidential and sensitive information, such as 
payslips, bank statements, dates of birth and NI numbers are securely 
stored with controlled access

 A policy or information guidance should be devised and communicated to 
all staff within the Revenues and Benefits section. This will help to 
formulate a consistent approach to physical data retention and protection. 
It is recommended that a section on the adoption of ‘Clear Desk Policy’ is 
included in this.


